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Subject: Security classification (Government documents) -- United States. Excerpt: . .. Appendix | ACDAsC ontrol
and Protection of Classtied Documenta Needs Improvement that each individual physically inventory assigned
holdings and report them. However, employees often ignore the inventory requests. does not fully comply with
regulations regarding the physical pro-ACDA ACDA Does Not Fully tection or marking of classified material
either at its Washington head-Comply With quarters or at its Geneva office. We reviewed the contents of a
sample of safe drawers at both locations and found Top Secret, codeword, and Standards for Physical other
classified information improperly stored. In addition, we found Protection com- NODIS documents marked ( No
Distribution ), which is reserved for the munications between the President, Secretary of State, and the chiefs of
mission, stored in unapproved areas. We determined that had not changed safe combinations as fre-ACDA
quently as required. Also, ACDAh ad not implemented basic procedures for safeguarding classified information,
such as conducting close-of-business-day security checks and posting sign in out forms for opening and closing
safes, and marking document cover with the highest sheets level of classification. Executive Order 12356 and
Directive 1 stipulate that classified informa-Were Classified Documents tion must be stored in facilities or under
conditions designed to prevent Improperly Stored unauthorized access. Directive 1 requires that, as a
minimum, Top Secret documents be stored in approved safes with three-way combination locks. Secret and
Confidential information may be stored in bar lock con-tainers equipped with approved combination padlocks.
Codeword infor-mation must be stored in an approved vault called a sensitive compartmented information
facility. regulations require more ACDAS stringent con. . ....
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